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Incident Response 
Round-Up

L I N D S E Y  J A C O B S  &  A L Y S S A  P U G H

Sign into Tandem to participate in this session.
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Evaluate risks before acting based on ideas from this presentation.

• This presentation contains the presenters’ opinions.
Opinions may not reflect the opinions of Tandem.

• This presentation is proprietary.
Unauthorized release of this information is prohibited.
Original material is Copyright © 2026 Tandem, LLC.
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Incident Response Foundations

“We don’t have incidents.”
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Anything that threatens the confidentiality, 
integrity, or availability of systems or data.

Adapted from NIST

D E F I N I T I O N  O F  “ I N C I D E N T ”

I N C I D E N T  E X A M P L E S

Data Breach

Account Takeover

Human Error

Malicious Code

Natural Event

Policy Violation

Criminal ActivitySocial Engineering

System Failure

Third Party
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Incident Response
How you handle a problem

Business Continuity
How you keep business running

Disaster Recovery
How you fix what’s broken

Crisis Management
How you communicate with others

I N C I D E N T  R E S P O N S E  P L A NI N C I D E N T  M A N A G E M E N T

A process of continuously preparing for, 
carrying out, and improving the organization’s 

incident response activities.

A document containing the organization’s 
documented set of procedures for detecting, 
responding to, and recovering from incidents.
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K E Y  T A K E A W A Y

A plan without Incident Management is just paper. 
Incident Management without a plan is a disaster.

I N C I D E N T  M A N A G E M E N T  L I F E C Y C L E

Detect

Respond

Recover

Improve
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I N C I D E N T  M A N A G E M E N T  L I F E C Y C L E   |   I M P R O V E  E X A M P L E S

Confirm the root cause and all evidence were fully documented with the incident

Document lessons learned from the incident

Notify and educate employees of the attack

I N C I D E N T  R E S P O N S E   |   D E T E C T  E X A M P L E S

Alerts

What happened?
Perform initial investigation and construct a chain of events.

Logs

News

People

How did it happen?
Determine the entry point and perform a root cause analysis.

What was affected?
Perform an impact assessment.

How do you know?
Look for indicators of compromise (IOCs) and document evidence.
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Heighten 
Security 

Awareness

Block 
Malicious 

Traffic

Disable 
Compromised 

Accounts

Isolate 
Affected 

Areas

I N C I D E N T  R E S P O N S E   |   R E S P O N D  E X A M P L E S

I N C I D E N T  R E S P O N S E   |   R E S P O N D  E X A M P L E S

https://blog.cloudflare.com/ddos-threat-report-2025-q4/
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I N C I D E N T  R E S P O N S E   |   R E S P O N D  E X A M P L E S

https://blog.cloudflare.com/ddos-threat-report-2025-q4/

Restore Clean Backups

Repair Affected Files

Remediate Vulnerabilities

Reset Authentication Tokens

Replace Ineffective ControlsRebuild Compromised Systems

I N C I D E N T  R E S P O N S E   |   R E C O V E R  E X A M P L E S
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I N C I D E N T  R E S P O N S E   |   O T H E R  K E Y  E L E M E N T S

Communication 
Guidelines

Classification 
Standards

Roles & 
Responsibilities

I N C I D E N T  R E S P O N S E   |   R O L E S  &  R E S P O N S I B I L I T I E S
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GUESS WHO?

I focus on managing 
the response process. 
I keep things moving 
forward, decide steps, 
assign tasks, and ask 
“what’s next?” a lot.

Who am I?

I focus on people, 
not systems. I help 
communicate with 
employees and handle 
sensitive issues with 
care.

Who am I?

I focus most on the 
big picture. I may not 
fix the issues directly, 
but I help you decide 
what matters most to 
the business.

Who am I?

Lead Incident 
Handler

Human 
Resources

Senior 
Management

I N C I D E N T  R E S P O N S E   |   C L A S S I F I C A T I O N  S T A N D A R D S

Nature

• Scope and Scale
• Active vs. Contained
• Intent / Cause
• Recurrence Pattern

Impact

• Operational
• Financial
• Legal
• Reputational

Recovery

• Timeframe
• Restoration Costs
• Complexity
• Dependencies
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I N C I D E N T  R E S P O N S E   |   C L A S S I F I C A T I O N  S T A N D A R D S

Your severity rating 
doesn’t have to be perfect.

Your severity rating 
can change over time.

Insignificant Low Medium High Extreme

H O W  S E V E R E  I S  I T  A N Y W A Y ?

• An employee reported they just accidentally clicked on a phishing link.

• The employee adds that they attempted to login to the website after clicking the link.

• IT resets the password immediately and finds no suspicious activity.

• The employee says it actually happened two weeks ago.

• Review of logs shows the account was accessed from an unfamiliar location before the reset.

• The employee was granted admin access to the payroll system last week.

• A full review of recent payroll changes is initiated and the next payroll run needs to be delayed.

• And then you woke up and realized, it was all just a dream.
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I N C I D E N T  R E S P O N S E   |   C O M M U N I C A T I O N  G U I D E L I N E S

Who needs to know?

When do you need to notify them?

What do you need to say?

I N C I D E N T  R E S P O N S E   |   C O M M U N I C A T I O N  G U I D E L I N E S

1 Board Members & Management

2 Affected / All Personnel

3 Customers / Members

4 Insurance Agencies

5 Federal & State Regulators

6 Law Enforcement

7 Third-Party Service Providers

8 Payment Providers

9 Nationwide Consumer Reporting Agencies

Other Stakeholders10
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Tandem Incident 
Management Software

Incident Response Compliance Update
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I N C I D E N T  R E S P O N S E  C O M P L I A N C E

FrameworksGuidanceRegulations

I N C I D E N T  R E S P O N S E  R E G U L A T I O N S

No 
Changes

Interagency Guidance on Response Programs for Unauthorized Access to Customer Information 
and Customer Notice

OCC 12 CFR Part 30  |  FRB 12 CFR Part 208  |  FDIC 12 CFR Part 364

Recent 
Changes

Standards for Safeguarding Customer Information (06/2023)  |  FTC 16 CFR Part 314.4(h)

Cyber Risk Management (01/2025)  |  FCA 12 CFR Part 609

Procedures to Safeguard Customer Information, Including Response Programs for Unauthorized Access 
to Customer Information and Customer Notice (12/2025 & 06/2026)  |  SEC 17 CFR Part 248.30(3)

Pending 
Changes

Guidance on Response Programs for Unauthorized Access to Member Information and Member Notice (02/2026)

NCUA 12 CFR Part 748
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https://www.ecfr.gov/current/title-12/chapter-I/part-30/appendix-Appendix%20B%20to%20Part%2030
https://www.ecfr.gov/current/title-12/chapter-II/subchapter-A/part-208/appendix-Appendix%20D-2%20to%20Part%20208
https://www.ecfr.gov/current/title-12/chapter-III/subchapter-B/part-364/appendix-Appendix%20B%20to%20Part%20364
https://www.ecfr.gov/current/title-16/chapter-I/subchapter-C/part-314
https://www.ecfr.gov/current/title-12/chapter-VI/subchapter-B/part-609
https://www.ecfr.gov/current/title-17/chapter-II/part-248/subpart-A/subject-group-ECFR83262a0bce5ffaa/section-248.30
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N O T I F I C A T I O N  R E Q U I R E M E N T S

F E D E R A L S T A T E

Examples:

• FDIC, FRB, OCC Computer-
Security Incident Notification 
Requirements (Apr. 2022)

• NCUA Cyber Incident Notification 
Requirements (Sep. 2023) *

• CISA Cyber Incident Reporting 
for Critical Infrastructure Act 
(CIRCIA) (TBD 2026)

Examples:

• TX Admin Code Title 7, § 3.24 - 
Computer-Security Incident 
Notice (Sep. 2022)

• TX B&C Code § 521.053 – Data 
Breach Notice (Sep. 2023)

• NYDFS General Business Law 
§ 899-aa – Data Breach Notice 
(Dec. 2024)

* Under Review – Comments Due Feb. 2026

I N C I D E N T  R E S P O N S E  G U I D A N C E

FFIEC Information Technology 
Examination Handbook (1)

CISA Incident Response 
& Reporting Guidance (2)

FCA Information Technology 
& Security Exam Manual (3)
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https://ithandbook.ffiec.gov/
https://www.cisa.gov/federal-incident-notification-guidelines
https://ww3.fca.gov/readingrm/exammanual/New%20Exam%20Manual/31.7.pdf
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https://csrc.nist.gov/projects/incident-response

R E V I S I O N  2  ( B E F O R E )
https://csrc.nist.gov/pubs/sp/800/61/r2/final

R E V I S I O N  3  ( A F T E R )
https://csrc.nist.gov/pubs/sp/800/61/r3/final
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Detection

R E V I S I O N  2  ( B E F O R E )

Analysis

Containment

Eradication

Recovery

Post-Incident Activity

R E V I S I O N  3  ( A F T E R )

Detect

Respond

Recover

Improve

Tandem Incident 
Management Software
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F R A M E W O R K S

NIST CSF

• Last Updated: Feb. 2024
• Functions: Detect, Respond, Recover
• 32 Outcomes

CISA CPGS

• Last Updated: Dec. 2025
• Functions: Detect, Respond, Recover
• 6 Practices

CIS CONTROLS

• Last Updated: Jun. 2024
• Functions: Detect, Respond, Recover
• Incident Response Management Control
• 34 Safeguards

CRI PROFILE

• Last Updated: Apr. 2025
• Functions: Detect, Respond, Recover
• 51 Diagnostic Statements

https://secure.tandem.app/KnowledgeBaseArticles/Show?id=5816&categoryId=1018

Tandem Cybersecurity 
Assessment Software
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Incident Response Scenarios

I N C I D E N T  R E S P O N S E  S C E N A R I O S

S C E N A R I O  3

Supply Chain 
Compromise

S C E N A R I O  2

Social 
Engineering

S C E N A R I O  1

Shadow AI 
Application
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S C E N A R I O  1   |   S T O R Y  &  E X A M P L E

Shadow AI Application

Incident Tracking: 
Data Breach Walkthrough
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Q U I C K  P H O N E  C A L L  B R E A K  ( S O R R Y ! )

NoMaybeYes

IS THIS AN INCIDENT?
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S C E N A R I O  2   |   W A L K T H R O U G H

Social Engineering

Incident Tracking: 
Social Engineering Incident
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Incident Management > Incidents > Open [Social Engineering 
– Unauthorized Account Information Disclosure]

TTU

Severity
WEST END

Handlers
DEPOT DISTRICT

Category & 
Action Plans

SOUTH LUBBOCK

Evidence

S C E N A R I O  3   |   T A B L E T O P  E X E R C I S E

Supply Chain Attack
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S U P P L Y  C H A I N  A T T A C K  S C E N A R I O

The financial institution begins receiving alerts from their 
anti-malware system that suspicious activity was 
detected on the network. Investigation shows firewall 
rules were changed recently without approval.

Discussion Questions

1. Would you consider this to be an incident?
2. What would your next steps be?
3. What resources would you use to investigate this?
4. How would you document this in Tandem?

Related: https://www.occ.gov/publications-and-resources/publications/semiannual-risk-perspective/files/pub-semiannual-risk-perspective-fall-2025.pdf

Incident Response Plan: 
Exercises & Tests
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S E S S I O N  R E C A P

1 Incident Response Foundations

2 Incident Response Compliance Update

3 Incident Response Scenarios
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Fill out the 
survey to get 
your sticker!

Thank You!
C O N N E C T  W I T H  O U R  S P E A K E R S  A T  T A N D E M . A P P / A G E N D A
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